Product Sheet

Zumigo Assure Insights With Mobll'el
Phone Act|V|ty Uses Network"KnowIedge to Prevent Fraud '

Zumigo Assure Insights leverages the intelligence gathered from mobile phone
activities within a time period across a network of businesses to determine the risk
of fraud. Businesses can pre-emptively prevent ATOs and PII harvesting.

Using mobile phone numbers for day zero sign-
ups and sign-ins to establish trust is a common
consumer authentication and identity verification
method. Mobile number verification and
authentication help prevent fraudulent account
creation and nefarious access to digital accounts
and related services - commonly referred to as
account take-over (ATO).

Bad actors source Personally Identifiable
Information (PIl) that includes a mobile phone
number along with a list of passwords and
websites where the passwords are registered.
With this highly personal information, they script
attacks to hack into as many banking, e-
commerce and other types of accounts of the
consumer as possible. Often, businesses do not
have real-time visibility into these fraudulent
attempts and are not able to take appropriate
preventive measures in a timely manner. They
unintentionally allow bad actors access to
consumer accounts, resulting in financial harm for
the consumer and reputational harm to the
business.

The Zumigo network, built on patented
technology, is uniquely positioned to see the
activities of mobile phones across a network of
banks, FinTechs, neobanks, insurers, online
merchants and retailers to determine the
associated risk of fraud. Based on the
intelligence gathered from its network, Zumigo
returns trust scores by analyzing a variety of real-
time factors, including mobile number porting,

deactivations, clustering of queries, popularity of
queries across the network, abnormal patterns of
queries, and other activities. Over time, the
machine learning capabilities of the platform will
identify more types of risky activities to refine the
scoring algorithm.

The trust score is based on a 0-to-100 scale with
0 representing extremely high risk or low trust,
and 100 representing very low risk or high trust.
Low trust scores indicate that the mobile phone
number is flagged due to a significant number of
suspicious activities. The observed risk allows
businesses to take appropriate anti-fraud
measures, such as adding step-up authentication
in the sign-up/sign-in process, or alert the
consumers to take additional security measures.

Zumigo Assure Insights based on Mobile Phone
Activity is an add-on service to existing or new
deployments of Zumigo solutions, and can be
implemented via API or via a push alert.

About Zumigo

Zumigo powers digital identity verification in the
world’s largest enterprises to protect transactions,
accounts and trust, using real-time intelligence
across mobile, email, device, financial, account,
and other information sources. Its modernized,
multi-layer approach fortifies the identity perimeter
against today’s complex fraud and promises a
streamlined consumer journey from onboarding to
transactions. Learn more at www.zumigo.com.
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